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Figure 15-21: Disable Contest

3. After clicking on any contest, list of all choices will be on the right side of the
windows. Each choice can be disabled by checking the checkbox next to it, or
enabled by unchecking it.
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Figure 15-22: Disable Choice
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15.11 Results Reporting

Results Reporting screen offers the user the ability to generate a large variety of
results reports and manage their parameters using a single user interface. The
user interface is divided in several sections, see Figure 15-23 :
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Figure 15-23: Results Reporting screen

1. Report and profile selection:

«  Allreports are organized into several groups to make it easier to find the
correct report from the set of available reports: Election Day Reports group
contains reports that are typically run during election night. Post-Election
Reports group contains reports that are used for canvassing and auditing
election results. The Basic group contains a series of reports that were used
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in previous versions of EMS. Finally, the Export group lists all exports that
were managed through the Export Type screen and allows the user to
directly execute these exports on demand, without the need to specify
transfer points. Once the user selects a Report Group from the combo box
the list of available reports will be visible in the Report Name combo box.

+ The user can select the report from the Report Name combo box. At this
point the system will show a description of the selected report, and it will
retrieve a list of report profiles for this report and populate the list of
previously created reports in (see Figure 15-23 , field 3). Also, the available
output types and parameter and filter will be populated with the default
settings.

« The user can select any previously created Reporting Profiles from the
Report Profile combo box. Report Profiles are a way for the user to save
selected report parameters and filters. To create a new Reporting Profile, the
user must click on the Add button. Reporting Profile dialog will appear, see
Figure 15-24 where the name can be entered and by pressing OK the new
profile will be created and listed for the selected report. The user can also
update reporting profiles by pressing Save, or remove by pressing Delete.

wat Reporting Profile X

Name: ‘ ‘

0K B3 cancel

Figure 15-24: Reporting Profile

« The user can select the desired output type, the available types depend on
the selected report but typically include PDF, Excel, Word for reports in the
Election Day and Post-Election groups, and for Basic reports it will include
typically HTML and Excel output. For the Export group there is no output
type to select.

« The user can refresh the list of previously created reports by pressing Search
button.

2. Task bar: here the user can trigger execution or preview of the report, and
open, delete or export previously created reports that are stored on the NAS.

+ Create Report button: will trigger execution of report on the server using
the selected parameters, filters and output type and store the report on the
NAS. After the successful execution the list of created reports is refreshed.

NOTE: For certain reports a warning will be issued to the user if the settings/
filters could potentially result in an extremely large report, the user can then
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continue or cancel the report execution to modify the settings.

« Preview button: for certain reports there is the ability to preview reports
in a separate dialog showing the report viewer control. From the dialog the
user can save the report in a variety of formats to the local workstation.

NOTE: Reports created in this manner will not be stored on NAS.

P Report Preview — O X
1 of 8 b M v & & H- | 100% - Find | Next
County 2
Integration Smoke test
April 9, 2016

Summary Report

President/\ice Pres

(0 of66 precincts reported )

DEM - Barack Obama/Joe Biden 24619 25.10%
UST - Virgil H. Goode Jr./James N. 24521 25.00%
Chymer
GRN - Jill Stein/Cheri Honkala 24,308 24.78%
NL - Ross C. Anderzon/Luis Rodriguez 24 643 2512%

Under Votes: 33,901

Owver \Votes: 1,626

Total 98,094

US Senator

(0 of B8 precincts reported )

REP - Pete Hoekstra 20,997 16.64%
DEM - Debbie Stabenow 20,977 16.62%
LIB - Scotty Boman 21112 16.73%
UST - Richard A. Matkin 21,203 16.80%
GRN - Harley Mikkelson 20,768 16.46%
NL - John D. Litle 21,139 16.75%

Under Votes: 9,282

Over Votes: 1,535

Figure 15-25: Report Review

« Open button: this will retrieve the selected report from the list of
previously created reports from the NAS and show it in the associated
application. For example a PDF report will be shown in for example Acrobat
Reader.

« Delete button: this will delete the selected report from the list of
previously created reports from the NAS.

« Export button: this will retrieve the selected report from the list of
previously created reports from the NAS and allows the user to store it to the
local workstation.

3. Previously created report list: this section lists all previously created
reports for the currently selected report, for exports it will list all previously
created exports without filtering. Reports will be shown by name and
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creation timestamp.

4. Report Parameters: each report except exports will have its own set of
parameters that can be modified by the user, these are all presented in a
property grid. If the user selects a parameter a description of the parameter
will be shown below.

5. Report filters: many reports will have optional filters where the user can
specify which election objects should be included in the report.

Election Day Group:

This group contains reports that are typically used during election night.
Election Summary Report (2 column)

Contains election results on a contest by contest basis. Consists of two sections:

 Registration and Turnout: this section shows eligible voters and number of
ballots cast and is configurable to show breakdown per counting group and
elector group that tracks count.

+ Results: this section shows results per contest, with each contest showing
optionally X of Y, over and undervotes, write-ins, votes per candidate.

Global project settings:

« Suppress results until precinct reported: if this project parameter
setting is set, results for precincts that are not yet completed will not be
included in the report.

« Use report order: if this project parameter setting is set then contests are
sorted by reporting order, otherwise contest global order is used.

« Show disabled contests and choices in reports: if setting is checked
then disabled contests/candidates are indicated with “[ Disabled]” behind
their name.

« Convert disabled choices to undervotes: if setting is checked then
votes for disabled choices are counted as undervotes.

Report parameters:

«  Show page number: if set true the page number will be included in the
report.

« Show printed time: if set true the date and time of when the report was
produced will be included in the report.

« Show refresh time: if set true the date and time of when report model was
synchronized will be included in the report.

« Page orientation: selects whether the report is oriented in portrait or in
landscape mode. Will not affect the preview.

« Page size: select the page length: Letter, Legal, Ledger. Will not affect the
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preview.

Add party to candidate names: if set to true the party abbreviation is

included in the choice name. For example, "John Doe" vs. "PTY — John Doe".

Show over and undervotes: if set to true over and undervotes are included in
the report.

Show X of Y: if set to true the X of Y should be included in the report.
Title 1: shown as the last line in the main header.
Title 2: shown as text in the upper left corner of the page.

Show registration and turnout: if set to true the registration and turnout
section in report will be included in the report.

Turnout by counting group: if set to true the registration and turnout should
breakdown turnout by counting group.

Turnout by elector group: if set to true the registration and turnout should
breakdown per elector group (that track count).

Registration by elector group: if set to true the number of eligible voters per
elector group should be shown.

Include qualified write-ins: if set to true qualified write-ins will be included
in the report.

Include write-ins: if set to true remaining unqualified write-ins are shown in
the report as “Write-in”. No matter on how many write-in positions there are
in the contest this will always be shown as one write-in position.

Resolve remaining unqualified write-ins as undervotes: if set to true
remaining unqualified write-ins will be added to undervotes.

Filters:

Version: 5.11-CO:

Contest filter: multi-select contest filter that only effects the second section
of contests to include.

Counting group filter: multi-select counting group filter that effects which
counting groups are included in the first section, and what results are
included in the second section.

District filter: multi-select district filter that effects both turnout and results
that are included in the report.

Precinct filter: multi-select precinct filter that effects both turnout and
results that are included in the report.

Polling Location filter: multi-select polling location filter that effects both
turnout and results that are included in the report.

Tabulator filter: multi-select tabulator filter that effects both turnout and
results that are included in the report.
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o Batch filter: multi-select batch filter that effects both turnout and results
that are included in the report.

Completed Precinct Turnout

Contains a summary of progress of election night reporting, including X of Y and
registration and turnout optionally broken down per elector group that tracks
count.

Global project settings:

Suppress results until precinct reported: if this project parameter setting is set,
results for precincts that are not yet completed will not be included in the report.

Report parameters:

« Show page number: if set true the page number will be included in the report

« Show printed time: if set true the date and time of when the report was
produced will be included in the report.

« Show refresh time: if set true the date and time of when report model was
synchronized will be included in the report.

« Page orientation: selects whether the report is oriented in portrait or in
landscape mode. Will not affect the preview.

« Page size: select the page length: Letter, Legal, Ledger. Will not affect the
preview.

« Title 1: part of the title shown in the header
« Title 2: part of the title shown in the header

« Turnout by elector group: if set to true the turnout will be broken down by
elector group that track count.

» Registration by elector group: if set to true the number of eligible voters is
shown per elector group, only effects report if Turnout by elector group is
turned on.

Filters:

« Has no filters
Incomplete Precincts by Districts
Prints a list of incomplete precincts by district.
Global project settings:
Not effected by any global project settings.
Report parameters:

« Show page number: if set true the page number will be included in the report
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Show printed time: if set true the date and time of when the report was
produced will be included in the report.

Page orientation: selects whether the report is oriented in portrait or in
landscape mode. Will not affect the preview.

Page size: select the page length: Letter, Legal, Ledger. Will not affect the
preview.

Title 1: part of the title shown in the header
Title 2: part of the title shown in the header

Filters:

District type filter: multi-select district type filter that selects which district
types should be included.

District filter: multi-select district filter that selects which districts should be
included.

Machine Report

Allows the user to create summary reports per tabulator optionally broken down
per precinct.

Global project settings:

Not effected by any global project settings.

Report parameters:

Version: 5.11-CO:

Show page number: if set true the page number will be included in the report

Show printed time: if set true the date and time of when the report was
produced will be included in the report.

Extra Vertical Space: if set true there will be extra vertical space between
each line of content.

Page orientation: selects whether the report is oriented in portrait or in
landscape mode. Will not affect the preview.

Page size: select the page length: Letter, Legal, Ledger. Will not affect the
preview.

Add party to candidate names: if set to true the party abbreviation is
included in the choice name. For example, "John Doe" vs. "PTY — John Doe".

Display blank totals: if set to true, none of the votes will be shown in the
report, the turnout section if included will show all relevant content.

Split tabulator per precinct: if set to true results per tabulator will be broken
down per precinct.

Include blank ballots: if set to true the number of blank ballots cast
containing the contest will be shown.
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« Include overvotes: if set to true the number of overvotes for a given contest
will be shown.

+ Include undervotes: if set to true the number of undervotes for a given
contest will be shown.

« Title 1: part of the title shown in the header

o Include Turnout: if set to true the turnout section will be included in the
report for each tabulator.

 Include Write-ins: if set to true the write-in position results will be included.
Filters:

« Counting groups filter: multi-select counting groups filter that selects which
counting groups should be included.

« District filter: multi-select district filter that selects which districts should be
included.

» Precinct filter: multi-select precinct filter that selects which precincts should
be included.

 Polling locations filter: multi-select polling location filter that selects which
polling locations should be included.

« Tabulators filter: multi-select tabulator filter that selects which tabulators
should be included.

Post-Election Group:

This group contains reports that are used for canvassing and auditing election
results.

Precinct Canvass

Contains election results on a contest by contest basis broken down by precinct
and optionally counting group.

Global project settings:

« Suppress results until precinct reported: if this project parameter setting is
set, results for precincts that are not yet completed will not be included in
the report.

« Use report order: if this project parameter setting is set then contests are
sorted by reporting order, otherwise contest global order is used.

« Show disabled contests and choices in reports: if setting is checked then
disabled contests/candidates are indicated with “[Disabled]” behind their
name.

» Convert disabled choices to undervotes: if setting is checked then votes for
disabled choices are counted as undervotes.
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Report parameters:

Version: 5.11-CO:

Counting group breakdown has three possible values:
« Precinct total: show only precinct totals
« Counting groups: show results broken down per counting group

« Counting groups and precinct total: show results broken down per
counting group and include precinct totals.

Show contest totals: if set to true the totals for the contest are shown at the
bottom of each contest.

Show counting group totals: if set to true the totals for the contest per
counting group are shown at the bottom of each report.

Show registration by elector group: if set to true the column Registered will
show the number of registered voters eligible for that contest, otherwise it
will show all registered voters regardless of elector group.

Show document map: if set to true the Excel file output will include a
document map that allows the user to navigate directly to the contest.

Single contest per page: if set to true contests will not be grouped together on
a single page but will always be kept separate.

Sort by elector group and district: if set to true contests will be sorted by
elector group and district order, this will allow for more efficient grouping of
contests on the same page.

Show page number: if set true the page number will be included in the report

Show printed time: if set true the date and time of when the report was
produced will be included in the report.

Show refresh time: if set true the date and time of when report model was
synchronized will be included in the report.

Page orientation: selects whether the report is oriented in portrait or in
landscape mode. Will not affect the preview.

Page size: select the page length: Letter, Legal, Ledger. Will not affect the
preview.

Add party to candidate names: if set to true the party abbreviation is
included in the choice name. For example, "John Doe" vs. "PTY — John Doe".

Use voter privacy protection: if set to true rows where the total number of
voters is below or equal to the set threshold the vote information will not be
shown in the report.

Voter Privacy Threshold: if the Use voter privacy protection option is
switched on this value will control whether votes are shown or not.

Include blank ballots: if set to true the number of blank ballots cast
containing the contest will be shown.
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« Include overvotes: if set to true the number of overvotes for a given contest
will be shown.

+ Include undervotes: if set to true the number of undervotes for a given
contest will be shown.

« Title 1: part of the title shown in the header

 Include qualified write-ins: if set to true qualified write-ins will be included
in the report.

+ Include write-ins: if set to true remaining unqualified write-ins are shown in
the report as “Write-in”. No matter on how many write-in positions there are
in the contest this will always be shown as one write-in position.

» Resolve remaining unqualified write-ins as undervotes: if set to true
remaining unqualified write-ins will be added to undervotes.

Filters:

« Contest filter: multi-select contest filter that selects which contests should be
included.

« Counting group filter: multi-select counting group filter that selects the
counting groups that should be included.

« District filter: multi-select district filter that selects which districts should be
included.

« Precinct filter: multi-select precinct filter that selects which precincts should
be included.

 Polling Location filter: multi-select polling location filter that selects which
polling locations should be included.

« Tabulator filter: multi-select tabulator filter that selects which tabulators
should be included.

Discovery List

Allows an election official to find contests where the difference in votes between a
winning candidate with the lowest number of votes and a losing candidate with
the highest number of votes is within a small margin. This is useful to determine
which contests are possibly subject to a recount.

The votes shown in this report are not subject to Suppress results until precinct
reported setting, so it always shows the current vote total.

Global project settings:

Use report order: if this project parameter setting is set then contests are sorted by
reporting order, otherwise contest global order is used.

Report parameters:

« Show page number: if set true the page number will be included in the report

5/28/2019 143 Version: 5.11-CO::7



Democracy Suite® EMS Results Tally & Reporting User Guide

Show printed time: if set true the date and time of when the report was
produced will be included in the report.

Page orientation: selects whether the report is oriented in portrait or in
landscape mode. Will not affect the preview.

Page size: select the page length: Letter, Legal, Ledger. Will not affect the
preview.

Add party to candidate names: if set to true the party abbreviation is

included in the choice name. For example, "John Doe" vs. "PTY — John Doe".

Winner margin: this parameter controls the percentage margin for a contest
to be included into the report. For each contest we calculate the difference
between the winning candidate with the lowest number of votes and the
losing candidate with the highest number of votes. If the difference in votes
between these two candidates is less in terms of percentage of the votes of
the winner than the specified margin the contest will be included in the
report.

Title 1: part of the title shown in the header

Filters:

Has no filters.

District Canvass

Contains election results on a contest by contest basis broken down by district,
precinct and optionally counting group. Note: this report will warn the user if all
District Types are selected, this would potentially result in a very large report.

Global project settings:

Suppress results until precinct reported: if this project parameter setting is
set, results for precincts that are not yet completed will not be included in
the report.

Use report order: if this project parameter setting is set then contests are
sorted by reporting order, otherwise contest global order is used.

Show disabled contests and choices in reports: if setting is checked then
disabled contests/candidates are indicated with “[Disabled]” behind their
name.

Convert disabled choices to undervotes: if setting is checked then votes for
disabled choices are counted as undervotes.

Report parameters:

Show contest totals: if set to true the totals for the contest are shown at the
bottom of each contest.

« Show counting group totals: if set to true the totals for the contest per

counting group are shown at the bottom of each report.
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« Show district data by counting group: if set to true the district results are
broken down per counting group.

« Show district totals: if set to true district totals are included at the end of
each district.

« Show precinct data by counting group: if set to true the precinct results are
broken down per counting group

« Show precinct totals: if set to true precinct totals are added for each precinct

» Show registration by elector group: if set to true the column Registered will
show the number of registered voters eligible for that contest, otherwise it
will show all registered voters regardless of elector group.

» Show document map: if set to true the Excel file output will include a
document map that allows the user to navigate directly to the contest.

 Single contest per page: if set to true contests will not be grouped together on
a single page but will always be kept separate.

« Sort by elector group and district: if set to true contests will be sorted by
elector group and district order, this will allow for more efficient grouping of
contests on the same page.

« Show page number: if set true the page number will be included in the report

« Show printed time: if set true the date and time of when the report was
produced will be included in the report.

« Show refresh time: if set true the date and time of when report model was
synchronized will be included in the report.

« Page orientation: selects whether the report is oriented in portrait or in
landscape mode. Will not affect the preview.

» Page size: select the page length: Letter, Legal, Ledger. Will not affect the
preview.

« Add party to candidate names: if set to true the party abbreviation is
included in the choice name. For example, "John Doe" vs. "PTY — John Doe".

« Use voter privacy protection: if set to true rows where the total number of
voters is below or equal to the set threshold the vote information will not be
shown in the report.

« Voter Privacy Threshold: if the “Use voter privacy protection” option is
switched on this value will control whether votes are shown or not.

« Include blank ballots: if set to true the number of blank ballots cast
containing the contest will be shown.

» Include overvotes: if set to true the number of overvotes for a given contest
will be shown.

 Include undervotes: if set to true the number of undervotes for a given
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contest will be shown.
Title 1: part of the title shown in the header

Include qualified write-ins: if set to true qualified write-ins will be included
in the report.

Include write-ins: if set to true remaining unqualified write-ins are shown in
the report as “Write-in”. No matter on how many write-in positions there are
in the contest this will always be shown as one write-in position.

Resolve remaining unqualified write-ins as undervotes: if set to true
remaining unqualified write-ins will be added to undervotes.

Filters:

Contest filter: multi-select contest filter that selects which contests should be
included.

Counting group filter: multi-select counting group filter that selects the
counting groups that should be included.

District Type filter: multi-select district type filter that selects which district
types should be included.

District filter: multi-select district filter that selects which districts should be
included.

Precinct filter: multi-select precinct filter that selects which precincts should
be included.

Polling Location filter: multi-select polling location filter that selects which
polling locations should be included.

Tabulator filter: multi-select tabulator filter that selects which tabulators
should be included.

District Total Canvass

Contains election results broken down by district

Global project settings:

Suppress results until precinct reported: if this project parameter setting is
set, results for precincts that are not yet completed will not be included in
the report.

Use report order: if this project parameter setting is set then contests are
sorted by reporting order, otherwise contest global order is used.

Show disabled contests and choices in reports: if setting is checked then
disabled contests/candidates are indicated with “[Disabled]” behind their
name.

Convert disabled choices to undervotes: if setting is checked then votes for
disabled choices are counted as undervotes.
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Report parameters:

« Show document map: if set to true the Excel file output will include a
document map that allows the user to navigate directly to the contest.

- Single contest per page: if set to true contests will not be grouped together on
a single page but will always be kept separate.

« Sort by elector group and district: if set to true contests will be sorted by
elector group and district order, this will allow for more efficient grouping of
contests on the same page.

« Show page number: if set true the page number will be included in the report

« Show printed time: if set true the date and time of when the report was
produced will be included in the report.

« Show refresh time: if set true the date and time of when report model was
synchronized will be included in the report.

« Page orientation: selects whether the report is oriented in portrait or in
landscape mode. Will not affect the preview.

 Page size: select the page length: Letter, Legal, Ledger. Will not affect the
preview.

+ Add party to candidate names: if set to true the party abbreviation is
included in the choice name. For example, "John Doe" vs. "PTY — John Doe".

« Show registration by elector group: if set to true the column “Registered” will
show the number of registered voters eligible for that contest, otherwise it
will show all registered voters regardless of elector group.

o Include blank ballots: if set to true the number of blank ballots cast
containing the contest will be shown.

 Include overvotes: if set to true the number of overvotes for a given contest
will be shown.

 Include undervotes: if set to true the number of undervotes for a given
contest will be shown.

« Title 1: part of the title shown in the header

« Include qualified write-ins: if set to true qualified write-ins will be included
in the report.

 Include write-ins: if set to true remaining unqualified write-ins are shown in
the report as “Write-in”. No matter on how many write-in positions there are
in the contest this will always be shown as one write-in position.

« Resolve remaining unqualified write-ins as undervotes: if set to true
remaining unqualified write-ins will be added to undervotes.

Filters:
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Contest filter: multi-select contest filter that selects which contests should be
included.

Counting group filter: multi-select counting group filter that selects the
counting groups that should be included.

District Type filter: multi-select contest filter that selects which district types
should be included.

District filter: multi-select district filter that selects which districts should be
included.

Precinct filter: multi-select precinct filter that selects which precincts should
be included.

Polling Location filter: multi-select polling location filter that selects which
polling locations should be included.

Tabulator filter: multi-select tabulator filter that selects which tabulators
should be included.

Precinct Batch Canvass

This report is used to support audit activities. Contains election results on a
contest by contest basis broken down by precinct, tabulator, batch and optionally
ballot type. Only if results exist within a batch for a given precinct, contest and
ballot type will information be shown. Only one contest can be shown per page.

NOTE: This report will warn the user if all Precincts are selected, this would
potentially result in a very large report.

Global project settings:

Suppress results until precinct reported: if this project parameter setting is
set, results for precincts that are not yet completed will not be included in
the report.

Use report order: if this project parameter setting is set then contests are
sorted by reporting order, otherwise contest global order is used.

Show disabled contests and choices in reports: if setting is checked then
disabled contests/candidates are indicated with “[Disabled]” behind their
name.

Convert disabled choices to undervotes: if setting is checked then votes for
disabled choices are counted as undervotes.

Report parameters:

Ballot type breakdown: this can be set to one of the following three options:
Batch/Precinct total: precinct total will be included for each batch

Ballot Types: results in each batch will be broken down per ballot type
Batch/Precinct total and ballot types: results in each batch will be broken
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down per ballot type and will include a precinct total.

« Show ballot type totals: if set true ballot types totals will be shown for each
contest.

« Show contest totals: if set to true the totals for the contest are shown at the
bottom of each contest.

« Show document map: if set to true the Excel file output will include a
document map that allows the user to navigate directly to the contest.

« Sort by elector group and district: if set to true contests will be sorted by
elector group and district order.

« Show page number: if set true the page number will be included in the report

« Show printed time: if set true the date and time of when the report was
produced will be included in the report.

« Show refresh time: if set true the date and time of when report model was
synchronized will be included in the report.

« Page orientation: selects whether the report is oriented in portrait or in
landscape mode. Will not affect the preview.

 Page size: select the page length: Letter, Legal, Ledger. Will not affect the
preview.

+ Add party to candidate names: if set to true the party abbreviation is
included in the choice name. For example, "John Doe" vs. "PTY — John Doe".

« Use voter privacy protection: if set to true rows where the total number of
voters is below or equal to the set threshold the vote information will not be
shown in the report.

« Voter privacy threshold: if the Use voter privacy protection option is
switched on this value will control whether votes are shown or not.

o Include blank ballots: if set to true the number of blank ballots cast
containing the contest will be shown.

« Include overvotes: if set to true the number of overvotes for a given contest
will be shown.

 Include undervotes: if set to true the number of undervotes for a given
contest will be shown.

« Title 1: part of the title shown in the header

+ Include qualified write-ins: if set to true qualified write-ins will be included
in the report.

» Include write-ins: if set to true remaining unqualified write-ins are shown in
the report as “Write-in”. No matter on how many write-in positions there are
in the contest this will always be shown as one write-in position.

« Resolve remaining unqualified write-ins as undervotes: if set to true
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remaining unqualified write-ins will be added to undervotes.

Filters:

Contest filter: multi-select contest filter that selects which contests should be
included.

Counting group filter: multi-select counting group filter that selects the
counting groups that should be included.

District filter: multi-select district filter that selects which districts should be
included.

Precinct filter: multi-select precinct filter that selects which precincts should
be included.

Polling Location filter: multi-select polling location filter that selects which
polling locations should be included.

Tabulator filter: multi-select tabulator filter that selects which tabulators
should be included.

Batch filter: multi-select batch filter that selects which batches should be
included.

Batch Canvass

This report is used to support audit activities.

Contains election results on a contest by contest basis broken down by tabulator,
batch and optionally ballot type. Only if results exist within a batch, contest and
ballot type will information be shown. Only one contest can be shown per page.

NOTE: This report will warn the user if all Precincts are selected and would
potentially result in a very large report.

Global project settings:

Suppress results until precinct reported: if this project parameter setting is
set, results for precincts that are not yet completed will not be included in
the report.

Use report order: if this project parameter setting is set then contests are
sorted by reporting order, otherwise contest global order is used.

Show disabled contests and choices in reports: if setting is checked then
disabled contests/candidates are indicated with “[Disabled]” behind their
name.

Convert disabled choices to undervotes: if setting is checked then votes for
disabled choices are counted as undervotes.

Report parameters:

Ballot type breakdown: this can be set to one of the following three options:
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« Batch total: total will be included for each batch
- Ballot Types: results in each batch will be broken down per ballot type

« Batch total and ballot types: total will be included for each batch and results
will be broken down per ballot type.

« Show ballot type totals: if set true ballot types totals will be shown for each
contest.

« Show contest totals: if set to true the totals for the contest are shown at the
bottom of each contest.

» Show document map: if set to true the Excel file output will include a
document map that allows the user to navigate directly to the contest.

« Sort by elector group and district: if set to true contests will be sorted by
elector group and district order.

» Show page number: if set true the page number will be included in the report

» Show printed time: if set true the date and time of when the report was
produced will be included in the report.

« Show refresh time: if set true the date and time of when report model was
synchronized will be included in the report.

« Page orientation: selects whether the report is oriented in portrait or in
landscape mode. Will not affect the preview.

« Page size: select the page length: Letter, Legal, Ledger. Will not affect the
preview.

« Add party to candidate names: if set to true the party abbreviation is
included in the choice name. For example, "John Doe" vs. "PTY — John Doe".

« Use voter privacy protection: if set to true rows where the total number of
voters is below or equal to the set threshold the vote information will not be
shown in the report.

« Voter privacy threshold: if the “Use voter privacy protection” option is
switched on this value will control whether votes are shown or not.

o Include blank ballots: if set to true the number of blank ballots cast
containing the contest will be shown.

 Include overvotes: if set to true the number of overvotes for a given contest
will be shown.

+ Include undervotes: if set to true the number of undervotes for a given
contest will be shown.

« Title 1: part of the title shown in the header

 Include qualified write-ins: if set to true qualified write-ins will be included
in the report.
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Include write-ins: if set to true remaining unqualified write-ins are shown in
the report as “Write-in”. No matter on how many write-in positions there are
in the contest this will always be shown as one write-in position.

Resolve remaining unqualified write-ins as undervotes: if set to true
remaining unqualified write-ins will be added to undervotes.

Filters:

Contest filter: multi-select contest filter that selects which contests should be
included.

Counting group filter: multi-select counting group filter that selects the
counting groups that should be included.

District filter: multi-select district filter that selects which districts should be
included.

Precinct filter: multi-select precinct filter that selects which precincts should
be included.

Polling Location filter: multi-select polling location filter that selects which
polling locations should be included.

Tabulator filter: multi-select tabulator filter that selects which tabulators
should be included.

Batch filter: multi-select batch filter that selects which batches should be
included.

Precinct Batch Card Canvass

This report is used to support audit activities. Contains number of voters cast per
card broken down by precinct, tabulator, batch and optionally ballot type. Only if
results exist within a batch for a given precinct and ballot type will information be
shown.

Global project settings:

Suppress results until precinct reported: if this project parameter setting is
set, results for precincts that are not yet completed will not be included in
the report.

Report parameters:

Version: 5.11-CO:

Ballot type breakdown: this can be set to one of the following three options:
Batch/Precinct total: precinct total will be included for each batch
Ballot Types: results in each batch will be broken down per ballot type

Batch/Precinct total and ballot types: results in each batch will be broken
down per ballot type and will include a precinct total.

Show ballot type totals: if set true ballot types totals will be shown at the
bottom of the report.
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« Show grand totals: if set to true the grand totals will be shown at the bottom
of the report.

« Show page number: if set true the page number will be included in the report

« Show printed time: if set true the date and time of when the report was
produced will be included in the report.

« Show refresh time: if set true the date and time of when report model was
synchronized will be included in the report.

» Page orientation: selects whether the report is oriented in portrait or in
landscape mode. Will not affect the preview.

» Page size: select the page length: Letter, Legal, Ledger. Will not affect the
preview.

« Title 1: part of the title shown in the header
Filters:

« Contest filter: multi-select contest filter that selects which ballot types
containing the contests should be included.

« Counting group filter: multi-select counting group filter that selects the
counting groups that should be included.

« District filter: multi-select district filter that selects which districts should be
included.

« Precinct filter: multi-select precinct filter that selects which precincts should
be included.

 Polling Location filter: multi-select polling location filter that selects which
polling locations should be included.

« Tabulator filter: multi-select tabulator filter that selects which tabulators
should be included.

« Batch filter: multi-select batch filter that selects which batches should be
included.

Batch Card Canvass

This report is used to support audit activities. Contains number of voters cast per
card broken down by tabulator, batch and optionally ballot type. Only if results
exist within a batch for a given precinct and ballot type will information be shown.

Global project settings:

Suppress results until precinct reported: if this project parameter setting is set,
results for precincts that are not yet completed will not be included in the report.

Report parameters:

 Ballot type breakdown: this can be set to one of the following three options:
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« Batch total: total will be included for each batch
« Ballot Types: results in each batch will be broken down per ballot type

« Batch total and ballot types: total will be included for each batch and
results will be broken down per ballot type.

Show ballot type totals: if set true ballot types totals will be shown at the
bottom of the report.

Show grand totals: if set to true the grand totals will be shown at the bottom
of the report.

Show page number: if set true the page number will be included in the report

Show printed time: if set true the date and time of when the report was
produced will be included in the report.

Show refresh time: if set true the date and time of when report model was
synchronized will be included in the report.

Page orientation: selects whether the report is oriented in portrait or in
landscape mode. Will not affect the preview.

Page size: select the page length: Letter, Legal, Ledger. Will not affect the
preview.

Title 1: part of the title shown in the header

Filters:

Contest filter: multi-select contest filter that selects which ballot types
containing the contests should be included.

Counting group filter: multi-select counting group filter that selects the
counting groups that should be included.

District filter: multi-select district filter that selects which districts should be
included.

Precinct filter: multi-select precinct filter that selects which precincts should
be included.

Polling Location filter: multi-select polling location filter that selects which
polling locations should be included.

Tabulator filter: multi-select tabulator filter that selects which tabulators
should be included.

Batch filter: multi-select batch filter that selects which batches should be
included

Basic Group:

This group contains a series of reports that were used in previous versions of EMS.

Contest Overview Data
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This report presents the district name and number of closed precincts (out of the
total number of precincts in the project), the number of candidate positions (vote
for number), the total number of cast ballots, and the number of undervotes and
overvotes. The report also specifies if a contest is acclaimed or disabled. In
addition, the report presents the number of votes for each candidate, including a
political party breakdown of these votes.

Report parameters:

+ Results are official: if set to true the standard report title will include the text
“Official”; otherwise the standard report title will include the text
“Unofficial”.

« Show Standard Title: if set to true the Standard Title will be displayed;
otherwise the custom title will be shown.

o Title 1: the first line of the custom title.
o Title 2: the second line of the custom title.

« Title 3: the third line of the custom title.
Filters:

« Counting group filter: single-select counting group filter that selects the
counting groups that should be included.

 Tabulator filter: single-select tabulator filter that selects which tabulators
should be included.

« Voting Location filter: single-select voting location filter that selects which
voting locations should be included.

« Contest filter: single-select contest filter that selects which contests should
be included.

« District filter: single-select district filter that selects which districts should
be included.

Results per Precinct

This report presents the overall number of votes received per precinct as well as
the number of votes received for each choice per Precinct.

Report parameters:

« Results are official: if set to true the standard report title will include the text
“Official”; otherwise the standard report title will include the text
“Unofficial”.

« Show Standard Title: if set to true the Standard Title will be displayed;
otherwise the custom title will be shown.

« Title 1: the first line of the custom title.

« Title 2: the second line of the custom title.
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Title 3: the third line of the custom title.

Filters:

Counting group filter: single -select counting group filter that selects the
counting groups that should be included.

Tabulator filter: single -select tabulator filter that selects which tabulators
should be included.

Voting Location filter: single -select voting location filter that selects which
voting locations should be included.

Contest filter: single -select contest filter that selects which contests should
be included.

District filter: single-select district filter that selects which districts should
be included.

Results per Tabulator

This report presents the results per tabulator.

Report parameters:

Results are official: if set to true the standard report title will include the text
“Official”; otherwise the standard report title will include the text
“Unofficial”.

Show Standard Title: if set to true the Standard Title will be displayed;
otherwise the custom title will be shown.

Title 1: the first line of the custom title.
Title 2: the second line of the custom title.

Title 3: the third line of the custom title.

Filters:

Counting group filter: single -select counting group filter that selects the
counting groups that should be included.

Tabulator filter: single -select tabulator filter that selects which tabulators
should be included.

Voting Location filter: single -select voting location filter that selects which
voting locations should be included.

Contest filter: single -select contest filter that selects which contests should
be included.

District filter: single-select district filter that selects which districts should
be included.

Batches Containing Precinct
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This report presents a list of precincts, and for each precinct in the list, displays all
the batches that contain results for that precinct.

Report parameters:

 Results are official: if set to true the standard report title will include the text
“Official”; otherwise the standard report title will include the text
“Unofficial”.

« Show Standard Title: if set to true the Standard Title will be displayed;
otherwise the custom title will be shown.

o Title 1: the first line of the custom title.
 Title 2: the second line of the custom title.
« Title 3: the third line of the custom title.

Filters:
No filters available.
Canvass

This report presents the voting turnout. It lists the number of people that voted,
number of ballot cards cast and total number of registered voters per precinct with
a breakdown of the counting and elector groups.

Report parameters:

 Results are official: if set to true the standard report title will include the text
“Official”; otherwise the standard report title will include the text
“Unofficial”.

« Show Standard Title: if set to true the Standard Title will be displayed;
otherwise the custom title will be shown.

o Title 1: the first line of the custom title.
« Title 2: the second line of the custom title.
« Title 3: the third line of the custom title.
Filters:
No filters available.
Ballots Cast Per Ballot Style

This report shows the number of voters and cards cast broken down per ballot
card

Report parameters:

 Results are official: if set to true the standard report title will include the text
“Official”; otherwise the standard report title will include the text
“Unofficial”.
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« Show Standard Title: if set to true the Standard Title will be displayed;
otherwise the custom title will be shown.

« Title 1: the first line of the custom title.
« Title 2: the second line of the custom title.
« Title 3: the third line of the custom title.

Filters:
No filters available.
Ballots Cast Per Tabulator

This report shows the number of card and cards cast broken down per result batch
and optionally broken down per ballot card.

Report parameters:

» Results are official: if set to true the standard report title will include the text
“Official”; otherwise the standard report title will include the text
“Unofficial”.

« Show Standard Title: if set to true the Standard Title will be displayed;
otherwise the custom title will be shown.

« Title 1: the first line of the custom title.
« Title 2: the second line of the custom title.
« Title 3: the third line of the custom title.

Filters:
No filters available.
Contests on Margin

This report shows contests and their results for any contest where the difference
between the winning candidate with the lowest number of votes and the losing
candidate with the highest number of votes is less or equal to the specified Winner
Margin.

Report parameters:

» Results are official: if set to true the standard report title will include the text
“Official”; otherwise the standard report title will include the text
“Unofficial”.

« Winner Margin: the minimum number of votes to between winner with the
lowest number

« Show Standard Title: if set to true the Standard Title will be displayed;
otherwise the custom title will be shown.

« Title 1: the first line of the custom title.
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« Title 2: the second line of the custom title.
« Title 3: the third line of the custom title.

Filters:

Contest filter: single-select contest filter that selects which contests should be
included.

Write ins per Tabulator

This report presents location name, location number, tabulator, and number of
write-ins.
Report parameters:

« Results are official: if set to true the standard report title will include the text
“Official”; otherwise the standard report title will include the text
“Unofficial”.

« Show Standard Title: if set to true the Standard Title will be displayed;
otherwise the custom title will be shown.

« Title 1: the first line of the custom title.
« Title 2: the second line of the custom title.
« Title 3: the third line of the custom title.
Filters:
No filters available.
Registration and Turnout

This report presents reported and not reported precincts, registration, ballot cast
and turnout.

Report parameters:

+ Results are official: if set to true the standard report title will include the text
“Official”; otherwise the standard report title will include the text
“Unofficial”.

« Show Standard Title: if set to true the Standard Title will be displayed;
otherwise the custom title will be shown.

« Title 1: the first line of the custom title.

« Title 2: the second line of the custom title.

« Title 3: the third line of the custom title.
Filters:

No filters available.
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Tabulator Status
This report presents tabulator number, name, load status, and total ballots cast
Report parameters:

» Results are official: if set to true the standard report title will include the text
“Official”; otherwise the standard report title will include the text
“Unofficial”.

« Show Standard Title: if set to true the Standard Title will be displayed;
otherwise the custom title will be shown.

« Title 1: the first line of the custom title.
« Title 2: the second line of the custom title.
« Title 3: the third line of the custom title.

Filters:

No filters available.

Export Group

This group contains all exports that are managed in the Export Types screen.

NOTE: exports do not have any parameters, filters or output types that can be
selected by the user.
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CHAPTER 16: OPERATIONS SUPPORT

For any technical support issues related to the Dominion Democracy Suite system,
please contact the Dominion

Voting Systems helpline at 1-866-564-VOTE (8683) or contact our head office
directly at: Dominion Voting Systems

Email: help@dominionvoting.com

Website: http://www.dominionvoting.com
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APPENDIX A: SYSTEM SETTINGS

Trained technical personnel are responsible for installing and configuring
hardware and prerequisite software for the EMS Data Center back-end and EMS
Workstation components. Your system is pre-configured for full operation and
use with this document. For comprehensiveness, this Chapter provides detailed
instructions on how to define basic configurations of both the Result Tally &
Reporting client application, and database settings.

A.1 EMS Access Control

The access control policy defines important aspects of the access control
mechanism. The two main aspects are the business requirements for access
control, which are defined by the jurisdiction within the access policy statement,
and the access control rules, which should clearly state which rules are
mandatory, optional, or conditional.

The Democracy Suite® EMS platform implements role-based user management
for the provisioning of the access control mechanisms. Each user accessing the
system using one of the two client applications (Election Event Designer or
Results Tally & Reporting) is a member of one of the pre-defined or custom-made
roles. Each role contains its own set of permissions or actions under which users
of that role operate.

The management of access control policies is integrated within the User
Management activity of the Election Event Designer client application.

This activity is only available to users with administrative privileges. Mapping of
users to predefined system roles, or to custom created roles, is dependent on the
defined business access control policy which is specific to each jurisdiction that
defines and manages election projects.

Users of predefined administrative roles can create custom-made roles in order to
establish customized permissions for users.

A.2 EMS Election Project Access Controls

The Democracy Suite® EMS platform implements role-based user management
for provisioning access control mechanisms on each election project. Each user
accessing the system is the member of one of the predefined or custom-made
roles. Each role has its own set of permissions, or actions that users of that role are
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allowed to perform. Managing access control policies is integrated within the User
Management activity of the EMS EED client application. This activity is permitted
only for users with administrative privileges. Table A-1 shows user roles that are

defined in the system:

Role Level Configurability Application
EMS EED Administrative System Default EED
Administrator

EMS EED Operator Operator System Default EED
EMS EED Technical Administrative System Default EED
Advisor

EMS EED Languages | Operator System Default EED
Operator

EMS EED Custom Operator Configurable EED
EMS RTR Administrative System Default RTR
Administrator

EMS RTR Operator Operator System Default RTR
EMS RTR Technical Administrative System Default RTR
Advisor

EMS RTR Auditing Operator System Default RTR
Operator

EMS RTR Custom Operator Configurable RTR

Table A-1: Summary of EMS Roles

« Democracy Suite® EMS EED Administrator: An electoral officer role with a
full set of supervisory permissions and rights in using the EMS EED

application for a single election project.

« This role has an administrative set of rights in defining an election project
domain entity with all of the associated domain sub-entities, implying a deep
knowledge and understanding of the EMS system. Additionally, this role has
permissions to create and configure all other users of the system for both
EMS EED and RTR. This role also acts as the principal to the Dominion
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Voting technical and project management team. One or more users with this
role can be defined within the system. However, the system is delivered,
installed, and configured with only one EMS EED administrative user by
default.

« Democracy Suite® EMS EED Operator: A member of the electoral office
team, but with a limited set of permissions in using the EMS EED
application. This role is defined for overseeing such time-consuming tasks as
defining contests, candidates, creating ballot samples and running unofficial
reports. One or more users of the EMS EED operator role can be defined
within the system.

. Democracy Suite® EMS EED Technical Advisor: A member of the Dominion
Voting technical team with a deep knowledge of every aspect of the EMS
EED system. This role mediates between Dominion Voting the electoral
office administrator.

« Democracy Suite® EMS EED Languages Operator: A special non-
administrative role for operators who define different language translations
within the system. This is primarily used for the translation of ballot
elements and tabulator display messages.

+ Note that the EMS election project access control mechanism functions with
logic that, if a permission does not appear in the list of permissions, all users
have permission to perform it. Be aware that all permissions for actions that
could endanger the security of the EMS are included in the permission list.

. Democracy Suite® EMS RTR Administrator: An electoral officer role with a
full set of supervisory permissions and rights in using the EMS RTR
application. This role has a full set of rights in acquiring, validating,
publishing, reporting and auditing election results. One or more users with
this role can be defined within the system, but there are no users of this role
created by default, which means that the EMS EED administrator has to
create a user for this role.

« Democracy Suite® EMS RTR Operator: A member of the electoral office
team, but with a limited set of permissions when using the EMS RTR
application. Users of this role can acquire election results and create reports,
but cannot validate, publish or audit election results.

. Democracy Suite® EMS RTR Auditor: A member of the electoral office team
who has the permission to audit election results.

« Democracy Suite® EMS RTR Technical Advisor: A member of the Dominion
Voting technical team with a deep knowledge of every aspect of the EMS
RTR system. This role acts as a primary interface from Dominion Voting to
the electoral office administrators.

In addition to pre-defined roles, the system provides the option to define custom
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roles that contain desired sets of permissions. This activity is performed from the
EMS EED client application and it is available only to users with administrative
rights. The EMS roles and the associated users are all in the EMS client
applications scope. In sum, these users do not have any direct access rights to the
EMS Application and Database Server components except by using the EMS EED
or EMS RTR client

applications. These roles and users should not be mistaken for operating system
roles or users, which are defined separately during the overall system installation
and setup.

For each user requiring access to the EMS system, user accounts must be
established. This action is performed by a user in the administrative role and
should be a first step in configuring the system after the election project is created.
The system does not impose any limits in the number of users that can be created
within the system. When defining a new user, a set of security credentials is
assigned. This set includes a unique user ID and case-sensitive password. This
User ID is typed in by the administrative

user creating a new user account, while the case-sensitive password is
automatically created by the system, according to the role and the corresponding
pre-defined and case-sensitive password strength policy (see Table A-2).

This approach is followed with the aim of achieving a satisfactory level of entropy
of case-sensitive user passwords and to eliminate the possibility of dictionary
attacks on the system. Created case-sensitive passwords are not stored within the
EMS EED (nor RTR) client applications, but in a cryptographically protected
format in the EMS Database (using one-way hash functions).

Password Length | Type Character set

Strength

Weak 6 String Lower and upper case letters

Default 8 String Lower and upper case letter and digits

Strong 10 String Lower and upper case letter, digits and
special characters

Table A-2: The EMS Case-Sensitive Password Strength Profiles.

The system does not allow the deletion of user accounts. This constraint is
imposed because of the integrity of the audit logs kept by the system. However,
users have assigned account status flags of initial, active, inactive, Locked. Only
the users with an active account status can use the system. When a user account
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becomes obsolete, it is not deleted, but its status is changed to inactive. After a
user account has been created, the system creates a new user account with an
initial status flag and produces a record statement that can be printed. Locked
means it was active, but was disabled due to too many unsuccessful tries to log in.

Optionally, the jurisdiction can require that the user sign the password
confidentiality statement. Upon signing the statement, the new user account can
be activated (the user account status then changes from the initial to active state).

A.3 Define EMS Application Server Settings

NOTE: Contact the technical support or system maintenance person (EMS system
administrator) whenever you need to set/change the system parameters (i.e. enter
the printer name, Cepstral program location, application, and/or database server
name or IP address) in any of the EMS client applications.

To change or define the EMS application server settings, perform the following
steps:

1. Expand the Administration item in the main menu and click EMS
Application Server Settings.

2. The Network Settings screen appears. See section 6.1 for more information
on which parameters need to be added when changing the EMS Application
Server Settings.
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